(CAYYNOUNYE) (uSld (CAYYN O YY) pdili b Sy IS Ll 58 ol e




ot o) gt | 5 22231
( \ 0 0 Yald) dtlas

Lg- NN l\‘l\_’i s

dadiia cila glna el dalis) g AlalSia Ao U)o daglila Juidl g &y of dablial Jag o) A S

LaBlial) gl oY

:Q‘.,\:y.ah.ﬂ Ol ya Aabliall Cranaly

by ll cilSadig G A0l daliil g a0 g3l Jadl Baa g Ay o aaiad bl ad gally AlalSia i Uy da glile LA
Aol A5 g yall g A alad) (e (Ao o ghona (BBaI] oasd N1 CLLLY S s pe JalSEN (lacs a dacal j58Y1 5 y10Y) cilaaia g
LUl Ga Al bl asa g
bl Badina (3) SA) i LGA) LT 5 eBall £ adl) 4,55 STEM — SOAR e Al )y} (e Aalii)  gada
Sl Al g el g gl

B

ALaBlial) cafaaf L

o Al Y B Y)Y dualey Sl g o 3Aall g cadl gAd) Jadd LAY a8 gally AlalCia Sl Ula daghiia pld)
Jlae ) &y 5l paie) (BBl i ) 38 pally Lgday

) o gaal) ety (i) so) By (JRddl) Akl Jay) e BLEaN) g il 38 el G JalS JalSS 3da3

_Ml gé\.f;m ks

.MFA ADC <Deception <Sandbox <SOAR <SIEM Jasi 53 94 () ssas (3ol Ao glaia (gudai |
Jlaall a5 s g o ll cilidt oy daia aladioly dua LA g 050 ClBudatl) pla) Gt |
g 38 Al Ciluagh (of dallaal Sadina (3 840 @l LA AdE

W (a8 ga Cppy JalSl (a0 g s g1l AL g Ala Afiad Ay e 4B ) AS AN Ay sala e

27

2T
ey

N

CASYNONNYE) usli (CAYYN O YY) pddli el ) il Ll sy 48 8 L — o




daldl) Ja g ) LG

il yuall y CileUasiul] 481K e ol sl AS il ) g Uil daa jay elasll adie o 5l 5 el jomall aras Alals jlanl
Aleall Al

&ﬁ}ﬂ‘h‘&bjﬂ1&\ﬂ3ﬁ)|}\ .J_):u.“tm;‘slc J}\MM&U‘AJ& Hﬁieﬁdljjﬂ‘ul:.‘: L)
e add gl \?.\:..\umsgua‘):.LﬂUAS)JsMLaYlL_JL:L_,ShS]U?M\d:..“ Guﬂd&lﬂ@ﬂu\&m‘yeamtnshﬂuj
lﬂﬁwj.!‘.\‘.a_.\.\uyl:\ﬁlsmé:\msﬂ\ ..\__)“r::l.\m(a.\i:AM*JDMJMJJSAA:\J!LL\MUJHMJUJJLJ}A“M‘)S

Tpsly Bhdall A Al o s

Adaall Qb et e o
sl E—*bb =) dsis o

Gﬁluﬁyjiuugjkhmu\.c)_)m i G Jleel 4l o

t.,@Js‘y|¢1_<.)nldumueu,is¢16cm;Jagy:\s.lﬁw:wumm\as}m@mu;),dmjsmu:)me .

5 siasa Qi Y g 7 shall Jae Jalall i e 4yl 3 ) gal) 5508 5 AS) N (6 glne i 4 jl g Lyans ) Slaie ] lalgd als
syl e Jase e BN (5 siwe o el s s Registered

coanll s a6 gl o fadip i 05 ) g8ha lacall 3 g8

Acliall e dm Clhne )53 e Y1 gand Ll alaf ALl Aslas Alall o
Aalall iss e lacall 358 O jeda cue 5l A Gl 230l e & i 3hii) 2S00
Olaall 558 J) sk il aeall b g5 bl 5N o

s(Perpetua] chense) Aaila andl A28 L Cplhaall 3 gull Al ‘5 L;l:\LA e paill C)'.'\Eé (andl il Elu uadolad

G Y (Subscription) S yEy) (3U=.u ol f sl s ,_;J ¢l g (puad ‘;\ﬂ‘ (c.}.“_, Olansall 3yl G‘.JY& a5
o) Al =3l g o )1l BEan ey Sllh 5l gl i S8l aedll g laall 3 58l Ls-"';\ﬂ all S Al asdl il
Adbiaal)

Clabal e 3090 anl) (Bt W Jupu Lo Jalal) 2y o Ble o wigas gl Cliaal gall 3 (Must) &elS alaaind olas

s o slhaall oyl 5 s gl culd gaat ) AlSall Al J ghadl sbeiol Gl e o i o)) 050 exial) J 5l e 300 Adl)
AL 5 Gled dsiae clllaiall a3 (685 o Glo | llaadl (o)l Caiall 238 5 dagiday of JY1 pe @l | dalide s
Loy ] 80 350303 e s o] 1 38 oy i) ¥ 5 AL gl Gy 40 i Ml 2l

Al fasay YN 30 sthaall il (g ginal) e Jaliall aciay

B33 gty il il el laniall 355 ONA 35 pal o il adiall aill Al 1 Giapadl e (V) il G guads

Al aie AS dale) 5 Ayt sale) Jlacl 2wl (Technical & Financial Proposal) (leaii jauw (= e 5 AlilS 448
38a O Janl) Ay an gy JalSH Lail) JalSall giag Loy — Ll a8 50 S Ul — 3,200 A0 Virtualization
J‘AL.\:JJ_;&JYJs@ﬂ‘esﬂ‘_jul.ma.“a_)ﬁdt}l:u_)‘aiﬂua‘yaﬂ".\AUSJJJAM el‘l.a.“):.a.u“ Ry L.}\_:LL\“
s3a i axe )ldﬂmﬁ)m@dﬂ\d;__adj_x}“ Gyl su_a‘)l:g\a_\mod.d‘ oda JOA ailia) ol o ity AUl

e e ol 30 ol 505 Bbeall Ll sl ol 5 Ledalaal T 5 Jac !

503) Aasliiey ((SIEM) duia¥) ilaa¥l dulass 5 510) Zashaia s ¢ oS goiliad] Za shaiey Tualall (A ) ¥) L6025
AlalSio y Ayl jia 13584 138 5 (ADC) sl Slanlat a jui s Jea V) o) 55 4 shaia 5 ((SOAR) Aute¥) sl sall dlasi
Glasall 330 (e W) Aaudl g5 (Resident Engineer) gasadie adige 3 sis 5 sall ol i) g 25 50ll AL e
Lidd @llyy AS,EN ae adle BVl Jgan 38 A8 5l (sl aa) gl AUy Jaall ¢ 4y Tealal) A 5 pull oy
48l al) Jueel 2wy (&) .. Firewall — Sandbox — SIEM — SOAR — ADC) 4uie¥) il shaiall edl) Juail
Jska A8 5200 Duial ) Aial) il S JalS g Jay 55 ) i) lania s el )13 5l JUaef (of dadlan Ao g ¢ jaiunal) (pranll g

il s 8

A

o

(AYYVNOUNYE ) uSlE CAYY N O YY) pdil b ) ) IS Lol iy oS £ Ld — Cdygen L




‘ \ - & .,-’ e g : *
( (i , e 1
PV A f v r g j

= L ‘J”'_M . .« . )
Loy il (il JolSal 5 5y i) 5 ire(ar R T Gl Ol (3o AL B2 58 Wiy Wy 5 Jo il »
Firewall — Sandbox ) Aaliaal a1 il sSa ¢ aalll Jay 115 ectalalac Y1 (380 55 Jlacia s (A8 il el da slaidll (g
.(— SIEM - SOAR- ADC.. .Etc.

Al (S of da i elasleall (el A slatal il Jonddll (5a8ad s Gaal gall laial) de g da shaiall JalSE ezl V)

Shany (£) o8 2ull (SOAR) Zuia¥) Culan3U LtV 5 ,la) Alais (V) a8 2idl (SIEM) et Slas¥) Jilas s 5,10

DA ey Ly g e Gl iyl ol s 1A day ) ol (1) dsladl (50 0aala3¥) SIS 3 (Native Integration) delSie JSi
AS s Ll 4! Al i3 ae pidlie JalSS 5 6338l Playbooks

dad i) £ g plial) il Aa sl
ALl yi, Uls o
Aallall el Caoal 385 ana g 4] 3805
Al A ) pated el & il gl Adle Audail
£ oA mang AlalSia s bas go el il o
3adial) 45 i) g plhal) adha cila) 33 slead
Agdiaal) diaal) )

L all 5 Lo ) el 8 ] Aislmn 5 A8l @l g qrany Alenl) 35 S Aidlaa elaall atia Sle cimy o
A

A 3 561 o SN JalSal) g Jay ) Jae 32l A a0 e s "Alleall 4l Aulaa” dulaal) 038 a3 o
Aledall g A pall g 52 gall 3l 5 5621

il gall g da gyl Al <55 ) ) lbatiall 385 8 o ol sgas 5f galaT elld (e @l o
Al asall g £ g udial) B la) Y
JalS ISy gl g Jlae ) Angial s JSBa 5 pia jade g 3 5al) AS80 o 5
il g s U g gl Y
kS S5 Linals e ool pa )5 Al Al 4 slladl) 5 32 Y) an o 5y elaal) i o il
Adla (e Gpanadio Ao 5 o005 elaall a3ie A fiosa Cind a8 leally Luals L€ Y Sl 5l s o

QS e Gl jagad s e DU Clalac Yt @lly 8 Ly cdyslladdl il jugaill 5 eaY) Judty G 55 Al s o
el axia o JalSIl a8 (400 568 Ol jagat — a5 — CBUIS)

a9 S Jadiy Ly A8 0 s pral 5 JaeSill 22355 3021 e 50a ) 8 jea W) (381 5 (loviay sllaall adia 22y o
Aalad xie Jpadil) b cliaas § 48

83 gall B 3¢S Atdl clial gall £
LS Learlosi o 83 ) sall Cilanall 53 3¢aY) asen o
PAREGT PR Pl (U K B
(bl ) daendl of ddaiiaall Wil gll
i (e Ay praaall Ll dll Cag Rl e 488 gia 0585 O g B sall 3362 e o (/;)/J’CJ
Ashllss )l all dla e . o
(a0 /i YY) axdiaall Sl jeSl agadl  w

Al e uliall 38 55w

¢ ]

CAYYNONNYE) (uSlE (AYYNON YY) pdli by ol i) LS full) (S S £ — iy g




Dbl s gl Ul g el 31 3 e 31 Jiler Aualadl Al ci g jlall 4 glia
Lyl Bae 0
G gl 4 A 8l ¢ g ge JalSE il 5 ol g JsZill s S il a5l Jlee | 2wy Blatdl a5l o
sl el &Sl e jl
AN ALY Bl a pl)

data &) ghad o Allall cile glaiall pae s i) A hatall JalS5 e a5 i ye aadiiy asall o il o
(pdf-word) dipa; piiall &) (= jall § 4234 5 (CD/DVD).

o all 35 Gl a3 13 Alal LBy gasa ) pady ol el e ger 3 5all Slad) ol o

L Uagh e i el iy apfll) im gl paa ae Ala 3 6

Al 2 il el G all Geml Ol o
et & Al ae L) praa JalSi g oy 48K w
ol @ ) e ULl Dlas 5 S andl (gaY) A plaie JalSEp Jay ) 48K w
el @ Al pe il Al A glaie JalSi g lay ;488 w

3adial) A8 &l elal @l LY
Bl g il e Ll 2% 55 ) 50 5 el (Y JIatad) o cus sl o) SR il A8 shiall AS ) Jaass o
oSl b I jaal
3l 48,30 A e Juli o

e oY) el Juill w
eBlais Y g a1 Rally 5 e ) G JalSN JalSill p Gl y a0 .

Jll Adae (U 4 Maall Upgrade ) 5 Configuration ) sl Installation 4 Jlacl 43S 3

Al (o ad) Gl gSa slaslu
L4 cilia) gal) )

Ay JS el gall J san Anain go o LaS ALoS 2] Cliaal all S Canyg

o

Aedidl Cilual¥) aaad bl il JESH 3650 o
olaxll Lania A8 A (e i gidia g Baaina (385 Of amg Cla JESH (e gem i Al B 6

Olanial) day Liluall g Al acal) cilasd Y

il s 8 ey L Bl ol (o i g g

Oleall 3558 olgii) 3 JAYY e o3l 3 5aal anil) apaity o) gall a5k cacally ) peta¥) A0 (b dlls 4 6

Vs ba ciladd ¥
éﬁj ) /
X

dady aad) ey e iledd Juadi - 35 6 &;)(,5
Auall JS\)‘L)SL“ n — L

[e]

o

CAYTIOTNNYE ) uSlE (VAYY N O YY) adili b ) Y] LIS Lol il 98 L — e D




(_:n:' 15adt 8 Agdn
AT -y
£ 320 W

-~ @ ™\

| VR S A &

Ledlasind 5 Agaall 5 3gall agles g a2l A4S
sl Uaill e cu i dae g vendor sl g Jial sinsay  w
Jee ¥ ddlaw ¢
Al ALl s 6 g JB Y (aled yunlace s a5 el ) A8 e Jlee Al ais o

o st A S TaaY saonadl) i) i) yulea s und @l auzmiy ST S i saall callS Jls 3 o

Bandial) g Unat) sLiald
Aalall g Aalall Ja g 5l a5l Y ol o glaall il 6 giuall Ging Y elae (of dlegid 4S50 3ay )
A ol b U yie Sl Glaall cillad 1Y) elae (ol Sagind Y
Aol A 5S5 55 5 Le Callas cillaiag of Adlia) Un g s anialy slae (ol dlegisl Y

Lgale 94,00 9 Aill) < leadiaall) slawsls

L@Jﬂuuju}a..\sm‘ h&h}a}@ﬂlhjﬂ‘wc_)ﬂgy ;):-M1ﬂ| oA Ms.ﬁ;t&“ CJ‘JBY‘J L&‘JL»SLAY‘_,Z__UQD CJIA&AA"A.“
D UIS (o g il avan Gy (g ll 6 8SS 5 Ay ) 7 puda g (B Loy Al Sl (Gaadaly ppaedl 3

& b Ao 3 ) (6l [ VR 9O 1 a
s Al Glaal gall g day ylll Al S La i3 | Is it required that the software &hardware updates )

458 pall Axiliall 5 5 10Y) S Bas 5a 3 )3 4aia | @re required to be managed and maintained

Sl 58 5 lame ) Jady Lay ¢da slaiall <3 iS4l | gutomatically from single management interface?

Gl (5 jlers daad Ll 31 (590 <3 3eaY)

Ulbiall 168 Sy lgiums 4RI Baalaall Ayl
Baataall 4yll

sha 550 5l aea o ylll Al S L iS5 aai | Should the proposed infrastructure support certified | ¥

OsSE O) (Ae byl 5 8 36l G <l K4l | lifecycle management between hardware &

G2 2 sall (e L) dase a5 Badi=e A40Y1 038 | sOftware to be mentioned publicly on the vendor

B Ay jlaxa b 245 4yl 0080 | website?

aanll 5 ailadll 4 55all 2 55 8 3 sailll | How does it require to have single vendor for the v

us? «(Single Responsibility of Point) | whole solution while it can’t be locked to the same

G oomdll LSyl e Ll iy JMAY! | solution?

35 LS diilia Jsla il alially wlhas ) | Given that the hardware leaders for data center

Lol i g (LalSill 455 5all (38a Lay llb 5, Al SIL | system are different from the software global market
4l Sl a5 | leaders for data center virtualization, can we

propose turnkey solution using best of breed

technology vendors while being responsible for the

entire turnkey solution implementation

HCI(Vxrail) <llall S 5l 400 4 aai | What are the existing vendors for hypervisors, ¢
Eilad (385 erd Lpne ()35 Aeliil 5 231 53 5 | servers/HCI, SAN storage/HCI, and other
Al S ole) A ey, Adile 4 jles | infrastructure components currently deployed in the
Al Al ae Jalsill g 38 51l Glea a2l | main data center?

APEBE Wi KPP JUPR

‘7’ )

Vo

(AYYNONNYE ) uSld (CAYYNON XY ) el by Wl L) il ] it 55 e — s peu

b L

N



y S

ey gl Clial gally doy 8l A S Lo jds
cildlia sl Lulidl Jlaadl gl el
¢1_9.ul :dLAGY‘ Z:U‘_)niub tiu\ﬂ‘ e gg\..:m
o Gl e §  Rpml Y1 Kl (5 e e
aaal s Hllai JS dapla 38 el (il
fond gk 2B Jall sl e il

Al ik ol 40585 i Jilaia

Whe *repﬁt’:’éﬁé"ﬁ?hé’fﬁbdb’idgy is required between
the main data center and the disaster recovery site?
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Please provide a list of all applications & virtual
machines operating systems that need to be
replicated to the disaster recovery site.
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If a perpetual license is not cost-effective, can a
subscription-based license be offered for the HCI
solution?
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Since MLX VLAN is a legacy approach, can we
offer micro-segmentation to be implemented to
isolate virtual machines within the same subnet at
the port level?
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Should the proposed solution support SDN (overlay
networking) natively without integration with
additional tools?
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Which backup solution vendors are currently used?
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Should the proposed hypervisor be certified by the
chosen backup solution (e.g., Veeam)?
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Should the proposed hypervisor support cross-
hypervisor restore capabilities from the backup
solution (take backup from existing hypervisor and
restore it to the proposed hypervisor)?
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Should the proposed hypervisor officially support
the latest OS server versions such as Windows
Server 2019, 2022, or 20257
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Is the proposed solution required to be Microsoft
Windows Server Virtualization Validation Program
(SVVP) certified?

Ref.: Windows Server)
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Is the hyparvisor and HCI solutign required to be
SAP HANA certified?
(Ref.: SAP HANA Hardware Solutions)
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Should the proposed hypervisor be included in the
list of 7 hypervisors certified by SUSE Linux
Enterprise?

Ref.: (SUSE Virtualization Support)
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Should the proposed solution support online
migration of virtual machines from the existing data
center to the proposed environment?
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Should the proposed solution application-consistent
snapshots and recovery for Microsoft SQL, Oracle,
and SAP workloads natively?
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Can we propose the latest technology of Hyper-
Converged Infrastructure with the same required
specs instead of the traditional 3-tier (Storage)?
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What is the purpose of adding 4 switches (2 Top of
Rack switches & 2 iSCSI switches)?

Can we propose 2 Top of Rack switches or Rack
switches to do the function of the 4 switches
together?
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There are some required protocols such as “Al
ENC, ENC overlay and NSLB, etc.”, are vendor
proprietary? Can we provide alternatives if
supported?
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Please advise is single ADC appliance support
throughput is 20K or 10K?
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ATP (Advanced Threat Protection)
JE8) gl A Tasiadl Agleall cul 8 4 3
Laja

Sandbox

s WS L gt Gl gl Gisd o) e
Ay g g3 pad ol 1) (50 Al SIL

icense, however
Sandbox subscriptions don’t have ATP License?

What
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What is the expected inventory in scope (counts of
IPs/subnets/servers/endpoints/web
apps/API1s/SSIDs/Wi-Fi networks/locations)?
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vulnerability Assessment (VA): please specify
whether it is credentialed or uncredentialed, and
which asset types are included
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penetration testing depth: please confirm what will
be included (e.g., privilege escalation, lateral
movement, network segmentation validation, Active
Directory attack paths).
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Effort model: please define man-day (how many
hours), the team size, and provide a calendar
schedule with milestones/deliverables
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Delivery model: which activities are on-site vs
remote?
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Access prerequisites from our side: what do you
need from us?
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Retest terms: confirm what gets retested and the
retest window.
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1. General Requirements
- Solution is total solution managed from one Windows
- The solution must be supported directly from vendor
- Solution in Turnkey solution from one vendor with vendor rack.
- Vendor must have Support service center in Egypt support Arabic language
- Solution must be based on building block Arch.
- Solution must not depend on SW lock to HW
- The supplier is obligated to supply all the necessary requirements (technical, operational,
electrical, construction, and software) for the full operation of the system, even if some
requirements are not explicitly stated in terms and conditions. The supplier remains
responsible for providing them if they are necessary for integrated operation.
2. Technical Requirement for Datacenter
' | Table of Requirements
Items Description Qty
1 Virtualization Platform 1
2 Unified Management Platform 1
3 Servers 4
4 Enterprise All NVMe SAN Storage 1
5 TOR Switches 2
6 ISCSI Switch for system Cluster 2QQ 2
7 Microsoft Windows server 2022 Licenses 20
8 The supplier shall provide a comprehensive training program that includes on-site technical
training at the customer premises, along with official vendor-accredited administration courses
for three engineers, to be delivered in a certified training center fully approved by the vendor,
including international exam vouchers and full accommodation, with all certificates issued as
official globally recognized certifications.
Other official training (SAP HANA database Operating & Administration — SAP Business One
System Administration & Support — SUSE Linux Enterprise Server Administration) for four
engineers in certified training center from vendor with international exam and full
Accommodation.
2.2 Item 1 Virtualization Platform: 1
Requirements Description
Orchestration, Automation and Management Platform and virtualization platform
Vendor must be a complete integrated solution from same vendor to ensure full integration
and harmony
Licensing models may be either perpetual or subscription-based, provided that they
comply with the minimum support and warranty periods defined in the special
License conditions, ensuring full functionality and uninterrupted operation.
Provides licenses for all the devices offered
Function Provides VM creation, modification, and lifecycle management.

VM Deletion Protection & The platform must include a mechanism to recover deleted VMs without requiring 8
Recovery Mechanism

full backup restore, using features such as recycle bin, snapshot recovery, or &)
protection domain—based restoration =

High availability

Must allow you to configure whether to enable HA for VMs upon storage faults or not
to handle storage faults to ensure high service availability.

NEREY

Snapshots

Allows you to create consistency snapshots for VMs. When a fault occurs, services
can be quickly restored to the state at point in time when the snapshot was created.
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SDN

deployed to manage network overlay SDN.

Must Support interconnection with network overlay SDN. At least one node can be

Network Security

DHCP isolation, and broadcast suppression to ensure VM network security.

Must allow you to configure virtual switches. You can configure security groups,

Passthrough

software emulation layer.

Supports SR-IOV passthrough. The software emulation layer is bypassed in network
transmission, and data is directly allocated to VMs, reducing the I/O overhead at the

Virtual switches

This reduces VLAN ID consumption and simplifies network maintenance.

Virtual switches use principal and subordinate VLANs (MUX VLAN) to implement
communication or isolation between VM network devices in the same port group.

Maintenance service

models.

Provides 24x7 vendor support and maintenance for a minimum period of five (5)
years for perpetual licensing models, and seven (7) years for subscription-based

2.3

Item 2 Unified Management Platform: Qty 1

Requirements

Description

Vendor

Orchestration, Automation and Management Platform and virtualization platform
must be a complete integrated solution from same vendor to ensure full integration
and harmony

Support

Must Provide Management, Automation and Orchestration for virtualization,
BareMetal, Hardware (Include Servers, Storage, IP & FC Switches) including the full
management capabilities for existing Hardware such as existing servers and
storages

License

Licensing models may be either perpetual or subscription-based, provided that they
comply with the minimum support and warranty periods defined in the special
conditions, ensuring full functionality and uninterrupted operation.

Provides licenses for all the devices offered

Management
and automation
capabilities

Allows the platform or software to support unified management of storage devices,
switches (FC and IP switches), servers, hyper-converged infrastructure, and virtual
resources, including the query of the following: basic device information,
configurations, histarical performance, resource usage, and device alarms.

Supports full-link I/O path diagnosis from the perspective of VMs: I/O path topology
information of virtual disks, VMs, hosts, switches, and storage devices is displayed
on one UI.

Supports multi-dimensional associated object analysis from the application
perspective for object instances, including VMs, hosts, LUN, and storage, to quickly
demarcate and locate faults.

Supports predictive O&M. Administrators can customize check conditions to check

the configurations, capacity, performance, availability, light-load resources, and

recyclable resources of storage, compute, and network resources. If a violation

condition is matched, an event will be generated, helping administrators identify and
revent risks in advance.

Allow users to configure a check palicy for a specified VM. When the threshold
defined in the policy is reached, the CPU or memory of the VM will be automatically
expanded. During the process, the VM is running properly and does not need to be
restarted.

Allows you to modify the CPU, memory, and disk hardware parameters of VMs in
batches, improving O&M efficiency.

Supports large-screen display. More than three types of large-screen display and
more than 20 types of chart controls are preset. Users can customize the content
displayed on large screens.

Supports report statistics. The system periodically and automatically generates
reports, with preset reports for more than 30 typical service scenarios, such as
capacity, resource performance, and alarms. Users can customize report statistics.

(7225
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maintenance
service

Provides 24x7 vendor support and maintenance for a minimum period of five (5)
years for perpetual licensing models, and seven (7) years for subscription-based
models.
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Item 3 Rack Servers: Qty 4

Requirements

Description

Chassis Rack Mount Server 8X 2.5inch Chassis,

Power Supply Dual Redundant Power supply at least 2000 W

Processor Dual Intel Xeon Gold 6530 2.1GHz, 32C/64T, 16GT/s, 160M Cache

Memory 8 X Memory Module, DDR5 RDIMM 84GB,5600MHz,2Rank(4G*4bit),1.1V, ECC
Hard Disk 2 X S8D, 3.84TB SSD SAS Disk Unit (2.5")

Raid controller

9560-8i RAID Controller, PCIE 4.0 X8 ,4GB cache, RAID 0,1,5,6,10,50,60,
Support Super Cap and Sideband Management

Connectivity

2 X Dual port 25Gbps NIC card

Warranty

Provides 24x7 vendor support and maintenance for a minimum period of five (5)
years for perpetual licensing models, and seven (7) years for subscription-based
models.

2.5

Item 4 Enterprise All NVMe SAN Storage: Qty 1

Requirements

Description

Architecture

Controllers work in active-active mode. Service loads are balanced among all controllers

Controllers can be expanded for future business growth. Number of controllers supported
up to 8.

Non-disruptive upgrade is supported. Controllers do not need to be restarted during the
upgrade.

Must have at least 2 controllers, support expend to 4 controllers without adding extra

Controller

controller enclosure.
Cache At least 128GB total cache capacity
Interface Must include 8 x 25GbE ports with SFP+

Max number of
disks

Supports at least 800 disk slots

Redundancy

Supports RAID 5, RAID 6 and another redundancy technology which is able to tolerate
simultaneous failure of three disks

Data Reduction

Provides data deduplication and compression

Hard Disk At least 20 x 7.68 TB NVMe SSD
At least 100TB usable capacity at RAID 6

Capacity Supports linear capacity expansion. The minimum expansion unit is a single disk, and no
additional enclosure is required.
Provides secure snapshots, which cannot be deleted or modified to stronger data ey
protection

72| e

Supports QoS to intelligently allocate and adjust resources in file systems or tenants Gl

Features Supports Quotas for any directory as soft and hard quota =
Supports the clone function, which provides an entity copy for a snapshot and a source
LUN
Supports active-active DR between two sites without additional gateway

-

CAYYNOUNYE) Lusld (LAY YN O LYY pdil il Y i) IS Ll i g 98 £ L — g o




Sty a9 25045 1)
( \ o ©O) (’f""« d |
PRV Y R ITY" }

[ . ¥ - A .

Supports hot swap of SSDs, power modules, and interfaces without service interruption.

Monitors the lifespan and displays the wear level and estimated remaining service life of
Management and each SSD.

maintenance Supports capacity prediction at least 180 days in advance.

Provides graphical management software with comprehensive functions, including disk
array and volume management software. Provides graphical management, configuration
and monitoring software for storage devices.

Warranty

Provides 24x7 vendor support and maintenance for a minimum period of five (5) years for
perpetual licensing models, and seven (7) years for subscription-based models.

2.6 Item 5 TOR Switch: Qty 2

Item

Requirement

Forwarding performance

Switching capacity 2 4 Thit/s.

Packet forwarding rate = 1200 Mpps

Hardware specifications

# Fixed interface switch with a height of 1 RU

Number of power module slots = 2, power modules in 1+1
backup mode

Number of fan module slots = 5.

Front-to-back and back-to-front airflow

Interface configuration
requirements

support 48*25GE SFP28 port + 8*100GE QFP28 port
offered: 20 Port *25GE SFP28 port +10Port *10GE SFP+

Forwarding Table Capacity

Support MAC Address of larger than 500K

Support FIB IPv4 of larger than 1M

Support ACL of larger than 30K

Layer 2 Features

The switch supports access, trunk, and hybrid modes.

Inter-chassis link bundling technologies, such as M-LAG, vPC
are supported.

M-LAG/vPC) supports consistency check, lossless upgrade in
maintenance mode, and protocol authentication.

Dynamic MAC address entries, static MAC address entries, and
blackhole MAC address entries

Layer 3 Functions

IPv4 dynamic routing protocols such as RIP, OSPF, IS-IS, and
BGP

IPv6 dynamic routing protocols such as RIPng, OSPFv3, |IS-ISv86,
and BGP4+

BFD for OSPF, BGP, IS-IS, and static routes

IPv6 ND and PMTU discovery

QoS

Queue scheduling modes such as PQ, DRR, and PQ+DRR

Congestion avoidance mechanisms such as WRED and tail drop

Outbound ACLs, outbound ACL-based rate limiting, and
outbound IPv6 packet statistics are supported.

MAC address limiting based on VLANSs, sub-interfaces, BDs, and
VXLAN tunnels are supported.

Interface error-down triggered by MAC address flapping is
supported.

Port/VLAN/BD-based broadcast/multicast/unknown unicast
suppression is supported.

VXLAN broadcast flood suppression is supported.

Traffic shaping

Reliability

Bidirectional Forwarding Detection (BFD) 3.3 ms detection
interval

Data Plane Fast Recovery (DPFR) is supported.

Yo I

(AYYNORNYE ) uSli (AYYNON YY) fpdili il o i) S Ll s ) 98 £ L — g




Y e W ° A ... \ f'—v":!:
C & lj T F O\ ==
Data Pla S Is supported

VRRP, VRRP load sharing, and BFD for VRRP

M-LAG access site fast switchover within 50ms (active-active
access)

DC features

VXLAN, EVPN VXLAN, and communication between VXLAN and
VLAN networks

VXLAN over IPv6 and IPv6 VXLAN over IPv4 are supported.

Weak security protocol/algorithm query and security
enhancement are supported.

Defense against DoS attacks, ARP attacks, and ICMP attacks

Bindings of IP addresses, MAC addresses, interface numbers,
and VLAN IDs

Port isolation

AAA, RADIUS, and TACACS authentication

Multicast

Multicast traffic suppression

IGMP snooping

IGMP snooping proxy

Protocols such as IGMP, PIM-SM, and MSDP

Hyper-Converged Ethernet
Features

PFC and PFC deadlock prevention are supported.

RDMA, RoCEv2, and DCB are supported.

Al ECN is supported.

ECN overlay is supported.

NSLB is supported.

Configuration and maintenance

Telemetry

The reporting of ARP/FIB/ND changes through telemetry is
supported.

ERSPAN enhancement is supported.

ERSPAN mirrored packet and ECMP load balancing are
supported.

IFIT is supported.

Visualization of packet event packet loss and ultra-long latency.

VXLAN OAM (VXLAN ping and VXLAN tracert) is supported.

SNMPv1/v2/v3, Telnet, RMON, and SSH

Configuration rollback is supported.

Network-wide path detection is supported.

Cached microburst status statistics is supported.

PTP clock synchronization is supported.

Boot Read-Only Memory (Boot ROM) upgrade and remote online
upgrade

ZTP technology that allows the configuration to be automatically
delivered

Network traffic analyzer

Net Stream or Equivalent.

Warranty

Provides 24x7 vendor support and maintenance for a minimum
period of five (5) years for perpetual licensing models, and seven
(7) years for subscription-based models.

2.7 Item 6 ISCSI Switch for Cluster: Qty 2

Item

Requirement

Forwarding performance

Switching capacity = 4 Thit/s.

Packet forwarding rate = 1200 Mpps

Hardware specifications

# Fixed interface switch with a height of 1 RU

oo |
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Number of power module slots = 2, power modules in 1+1
backup mode

(
LL'CY ‘\[\,,:

Number of fan module slots = 5.

Front-to-back and back-to-front airflow

Interface configuration
requirements

support 48*25GE SFP28 port + 8*100GE QFP28 port
offered: 20 Port *25GE

Forwarding Table Capacity

Support MAC Address of larger than 500K

Support FIB IPv4 of larger than 1M

Support ACL of larger than 30K

Layer 2 Features

The switch supports access, trunk, and hybrid modes.

Inter-chassis link bundling technologies, such as M-LAG, vPC
are supported.

M-LAG/vPC) supports consistency check, lossless upgrade in
maintenance mode, and protocol authentication.

Dynamic MAC address entries, static MAC address entries, and
blackhole MAC address entries

Layer 3 Functions

IPv4 dynamic routing protocols such as RIP, OSPF, 1S-IS, and
BGP

IPv6 dynamic routing protocols such as RIPng, OSPFv3, IS-ISv6,
and BGP4+

BFD for OSPF, BGP, IS-IS, and static routes

IPv6 ND and PMTU discovery

QoS

Queue scheduling modes such as PQ, DRR, and PQ+DRR

Congestion avoidance mechanisms such as WRED and tail drop

Outbound ACLs, outbound ACL-based rate limiting, and
outbound IPv6 packet statistics are supported.

MAC address limiting based on VLANS, sub-interfaces, BDs, and
VXLAN tunnels are supported.

Interface error-down triggered by MAC address flapping is
supported.

Port/VLAN/BD-based broadcast/multicast/unknown unicast
suppression is supported.

VXLAN broadcast flood suppression is supported.

Traffic shaping

Reliability

Bidirectional Forwarding Detection (BFD) 3.3 ms detection
interval

Data Plane Fast Recovery (DPFR) is supported.

Data Plane Crossing Faults (DPCF) is supported

VRRP, VRRP load sharing, and BFD for VRRP

M-LAG access site fast switchover within 50ms (active-active
access)

DC features

VXLAN, EVPN VXLAN, and communication between VXLAN and
VLAN networks

VXLAN over IPv6 and IPv6 VXLAN over IPv4 are supported.

Weak security protocol/algorithm query and security
enhancement are supported.

Defense against DoS attacks, ARP attacks, and ICMP attacks

Bindings of IP addresses, MAC addresses, interface numbers,
and VLAN IDs

Port isolation

AAA, RADIUS, and TACACS authentication

Multicast

Multicast traffic suppression

IGMP snooping

w|
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Protocols such as IGMP, PIM-SM, and MSDP
PFC and PFC deadlock prevention are supported.
o & oy ; RDMA, RoCEv2, and DCB are supported.
yper-Converge erne g
Fealures Al ECN is supported.
ECN overlay is supported.
NSLB is supported.
Telemetry
The reporting of ARP/FIB/ND changes through telemetry is
supported.
ERSPAN enhancement is supported.
ERSPAN mirrored packet and ECMP load balancing are
supported.
IFIT is supported.
Visualization of packet event packet loss and ultra-long latency.
Configuration and maintenance VXLAN OAM (VXLAN ping and VXLAN tracert) is supported.
SNMPv1/v2/v3, Telnet, RMON, and SSH
Configuration rollback is supported.
Network-wide path detection is supported.
Cached microburst status statistics is supported.
PTP clock synchronization is supported.
Boot Read-Only Memory (Boot ROM) upgrade and remote online
upgrade
ZTP technology that allows the configuration to be automatically
delivered
Network traffic analyzer Net Stream or Equivalent.
Provides 24x7 vendor support and maintenance for a minimum
Warranty period of five (5) years for perpetual licensing models, and seven
(7) years for subscription-based models.
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Items

Description

- Supply, install, and configure (1 Appliance) units of Fortinet Forti Sandbox for advanced threat
detection and zero-day attack prevention.

- The new appliances can cluster with the existing Forti Sandbox 500F currently deployed in the
main datacenter to ensure seamless expandability or having sandbox running on both sites
(Main and DR).

- The unit must support seamless integration with FortiGate Firewalls, Forti Analyzer, and Forti
Manager, providing automated malware analysis, real-time detection, and quarantine actions.

- Licenses must include Full ATP, Dynamic Threat Intelligence, and Cloud Sandbox services for
a period of five (5) years, with 24x7 support and firmware updates directly from Fortinet.

- Contains at least 2 VMs for sandboxing and can be extended to 14 VM

- Must Support Custom VM.

- Must support Microsoft Windows Server 2019 and Linux.

- Can contain up to 4 X 1GE RJ45 interfaces

- Must not be deployed in line of the web-traffic or email traffic

- Must be single centralized inspection sandbox box for web, email and file sharing storage with
the ability to integrate with multiple security solutions in all network boarders.

- Can integrate with WAF of same brand to inspect file uploading to web application

- Can feed integrating devices and endpoints with signatures of malicious files to avoid spread
of malicious files inside the network

The supplier shall provide a comprehensive training program that includes on-site technical training at
the customer premises, along with official vendor-accredited administration courses for three engineers,
to be delivered in a certified training center fully approved by the vendor, including international exam
vouchers and full accommodation, with all certificates issued as official globally recognized certifications

(SIEM) 4sia¥) élany) Julad g 5 5)a) da slaia () a8 Al

Items

Description

- This item covers the supply, deployment, and operation of an integrated Security Information
and Event Management (SIEM) system for centralized log collection, analysis, and real-time
security event monitoring across all IT systems within the company.

- The SIEM must include a built-in correlation engine capable of cross-domain event correlation
(network, endpoint, identity, application, and infrastructure).

- The solution is a core component of the existing Fortinet Security Fabric, currently deployed
(FortiGate, Palo Alto, Forti Sandbox, Forti Web, ClearPass, EDR Trillix ...), and aims to:

o Aggregate and analyze security logs from all network and infrastructure components.

o Detect abnormal activities and potential cyber threats proactively.

o Generate intelligent alerts and compliance reports.

o Provide full integration with the upcoming Security Orchestration, Automation, and
Response (SOAR) platform to enable automated incident handling.

o Empower the company's Security Operations Center (SOC) with unified, real-time
visibility.

- The solution shall be delivered as a turnkey project, including installation, configuration, training.

- Solution must be Appliance based.

- The solution is delivered as a dedicated physical hardware appliance, purpose-built for SIEM
functionality, Pré-integrated by the manufacturer, and not deployed on virtualized or software-
based environments.

- Solution must support 2500 EPS.

- Solution must support at least 100 devices.

- Licensing models may be either perpetual or subscription-based, provided that they comply with
the minimum support and warranty periods defined in the special conditions, ensuring full
functionality and uninterrupted operation (a minimum period of five (5) years for perpetual
licensing models, and seven (7) years for subscription-based models).

- Solution Must Support File Integrity Monitoring (FIM) for up to 50 devices and agentless UEBA

- Solution must be easily scalable to increase more performance via adding more workers with
no extra Lic/cost 7

- Solution must automatically build a separate database with devices/assets in the network and

12

|

automatically draw a network diagram for it 2

| &

- Solution must discover accurately infrastructure and security appliances components su
HW and SW modules and save that in the database

- The SIEM solution should be able to comprehend, parse and normalize OT specific logs for
further correlation and extended detection across OT environment
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- The GIEM.sblutior&601d have Machine Learning Workbench to interact with different
embedded Machine Learning Models to feed them with environment data to alert on anomalies
while re-learning periods

The supplier shall provide a comprehensive training program that includes on-site technical training at
the customer premises, along with official vendor-accredited administration courses for three engineers,
to be delivered in a certified training center fully approved by the vendor, including international exam
vouchers and full accommodation, with all certificates issued as official globally recognized certifications
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Items

Description

- This item covers the supply and deployment of a Security Orchestration, Automation, and
Response (SOAR) system to complement the existing SIEM platform. _

- The system automates the analysis, correlation, and response to security incidents by executing
predefined workflows (Playbooks) that reduce response time and human intervention.

- The SOAR platform must support bi-directional integration with the SIEM, allowing automated
response actions based on correlated events and feeding response results back into the SIEM.

- The proposed SOAR platform shall:

o Automate alert triage, incident investigation, and response actions.

o Provide interactive playbooks for threat containment and remediation.

o Offer centralized dashboards and KPls for incident monitoring and performance
tracking.

o Support full case management and audit trail capabilities.

o The solution shall be delivered as a turnkey project, including installation,
configuration, training.

- Licensing Should allow predictable cost based on number of concurrent users only with unlimited
number of user creation

- 2 User Logins (not named) Included.

- Licensing models may be either perpetual or subscription-based, provided that they comply with
the minimum support and warranty periods defined in the special conditions, ensuring full
functionality and uninterrupted operation (a minimum period of five (5) years for perpetual
licensing models, and seven (7) years for subscription-based models).

- The solution is deployed on-premises as a virtualized platform to ensure flexibility, scalability,
and integration with existing infrastructure.

- The system should have an in-life connector update mechanism that allows vendor connector
updates between software releases.

- The system should have a selection of vendor supplied and validated connectors for
integration with 3rd party systems

- Connector documentation must be available

- Solution must have at least 300+ integration connectors

- Solution must have at least 2600 playbooks including cases, samples and connector-related
ones.

- Admin must have the ability to export Playbook including all its saved versions (similar to
SVN/GIT)

- Solution must support restarting the playbook from the previously failed playbook step

- Solution must allow the user to run the playbook from within the playbook editor.

- Solution must support creating playbooks with a visual interface

- The SOAR solution should have an embedded Recommendation Engine with multiple built in
Machine Learning Models to baseline ingested alerts and provide related alerts and
recommended playbooks to run accordingly.

- The SOAR solution be able to investigate on OT assets discovered over the SIEM solution.

- The SOAR solution must provide an embedded and automated case management module
covering the full incident lifecycle, including alert-to-incident conversion, analyst assignment
based on configurable conditions, shift-aware handling, and seamless handover between
analysts to ensure uninterrupted SOC operations. i

- The playbook builder should support: &ﬁ/-

o Manual actions and tasks - Decision making and approval steps —

Nested playbooks - Logical conditions and loops - Python execution for custom scripts

Rich text Emails - Visual playbook troubleshooting

Configurable ability to halt or continue on playbook step error

The ability to mark playbooks as active
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The supplier shall provide a comprehensive training program that includes on-site technical training at
the customer premises, along with official vendor-accredited administration courses for three engineers,
to be delivered in a certified training center fully approved by the vendor, including international exam
vouchers and full accommodation, with all certificates issued as official globally recognized certifications
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Items Description

1 - The proposed system (2 Hardware appliances) aims to enhance the performance and reliability
of the company's web applications by intelligently distributing network traffic across multiple
servers while ensuring continuous service availability.

- The solution forms an integral part of the company's Web Security Layer, working in conjunction
with Forti Web to provide comprehensive protection and high performance for all internal and
external web applications.

- The solution shall be delivered as a turnkey project, including installation, configuration,
training, and five (5) years of licensing and 24x7 vendor support.

Performance:

- 20Gbps L4/L7 throughput at least

- 200k L7 CPS at least

- 20k SSL connection/sec with 2048 key size

- 14Gbps compression throughput

- 30 virtual administrative domains with no extra LIC

- 4 X10Gbps interfaces sfp+

- 4 X1 Gbps copper 10/100/1000 interfaces

- 4 X1 Gbps sfp based interfaces

- 120 GB SS8D storage inside for better performance
Features:

- Hardware based SSL-offloading and SSL-inspection

- HTTP compression

- The solution must have Global Server Load Balancing (GSLB) capabilities to distribute traffic
intelligently across multiple data centers or sites based on availability, performance, and health
status, without reliance on third-party external DNS services.

- Link load balancer with no extra cost

- Solution must have Web Application Firewall and Web Vulnerability Scanner

- API Security (Open API, API-GW, API Discovery)

- WAF (AL) Adaptive Learning Support

- Credential Stuffing Defense

- OWASP top 10 Compliance

- Advanced Bot Protection

- IP repetition feeds updates, preferred from same vendor, not third party

- HTTP cashing

- Support Scripting to extend built-in features

- Support policy-based routing

- Support policy based stateful firewall policies with no extra cost

- SSL forward proxy for Secure traffic inspection

- TCP offloading

- Client connection persistence

- TCP buffering

- http rate limiting

- L4 rate limiting

- BW allocation using QOS

- Authentication offloading locally or through LDAP or RADIUS

- |IPv6 support with IPv6 routing and IPv6 firewall rules

- Support BGP and OSPF

- Support VLAN tagging and port trunking

- Support GEO-IP security and logs

2 The supplier shall provide a comprehensive training program that includes on-site technical training at
the customer premises, along with official vendor-accredited administration courses for three engineers,
to be delivered in a certified training center fully approved by the vendor, including international exam
vouchers and full accommodation, with all certificates issued as official globally recognized certifications | 4
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Items

Description

- Hardware Appliance should have 4 x GE Rj45 and 4 x GE (SFP)

- Appliance should support up to 128 Vlans and 20 Deception VMs

- License for 10 Vlans should be available from day 1

- The solution shall be delivered as a turnkey project, including installation, configuration,
training, and five (5) years of licensing and 24x7 vendor support.

- The deception-based threat detection solution must integrate with the SIEM to provide
correlated, high-confidence security events and forensic context, enabling the SOAR platform
to execute automated and orchestrated incident response workflows.

Support Deception Type

- Network IT Decoys emulation of full OS Decoys

- Supports framework for customization of Decoys with a framework

- Decoys have ability to joins Active Directory

- Decoy types of support, emulation of common network devices, including TCP port emulation

- Decoy support for vertical specialization, such as ICS

- End Point Lures — create lures based on windows credentials, SSH/RDP profiles and mapping
to network file shares
Deployment Management Capabilities

- Supports VLAN trunking to expose Decoys to multiple VLANs from central location

- Supports extension of Decoy from central location (e.g. Datacenter) to remote branches, over
L3 or L2 connection

- Supports auto VLAN detection and addition to deployment networks

- Support Wizard based approach to deployment
Threat Detection and Response

- Decoy Data Gathering — Solution MUST perform extensive data gathering from decoy,
including source IP and credential used for connection, process started on Decoy, and full CLI
history on decoy

- Decoy reset — solution MUST have ability for users to specific decoy reset interval, to default to
the state before any hacking attempts

- Decoy Artifacts — solution MUST have ability to download artifacts such as PCAPs or
executables dropped into Decoys for further analysis

- Decoy content randomization — Solution MUST have ability to randomized decoy content (e.g.
file names/types on SMB/SAMBA services

- Decoy MUST support detection of Intrusions TO and FROM decoys, and IPS signatures are
updated regularly.

- Decoy MUST support Detect Malware dropped onto Decoy and ability to alert

- Decoy MUST support categorizing any websites visited from Decoys
Security Integrations

- Solution MUST have ability to integrate into SIEM technology from same vendor

- Solution MUST have ability to integrate with NGFW from same vendor for quarantine/banned
IP, and ability to quarantine depending on severity of event.

The supplier shall provide a comprehensive training program that includes on-site technical training at
the customer premises, along with official vendor-accredited administration courses for three engineers,
to be delivered in a certified training center fully approved by the vendor, including international exam
vouchers and full accommodation, with all certificates issued as official globally recognized certifications
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Description

- The solution shall be delivered as a turnkey project, including installation, configuration,
training.

- The solution shall be delivered as a turnkey project, including installation, configuration,
training, and five (5) years of licensing and 24x7 vendor support.

Performance:

- The solution is deployed on-premises as a virtualized platform to ensure flexibility, scalability,
and integration with existing infrastructure.

- Supports at least 500 users

- Supports at least Total of 500 OTP Software tokens.

- Support Active-Passive HA and Config Sync HA
Features:

- Gives the ability to Authenticate end users via multiple Radius clients/supplicants

- Can work as an LDAP server

- Can integrate with back-end Radius server, LDAP server or windows Domain controller/Active
directory

- Can provide 2 factor Auth via providing OTP tokens (SW).

- Can work as Certificate manager and distribute user certificates.

- Can authenticate users via SW certificate tokens

- Support user self-registration and password recovery

- Support 802.1x Authentication

- Support identity and role-based security policies in secured enterprise network without the
need for additional authentication through integration with Active Directory

- Can provide built-in Authentication portal for SSO

- Support SAML SP/IdP Web SSO

- Support Certificate management for enterprise VPN deployment

- Support Secure Multi-factor/OTP Authentication with full support for HW / SW Token

- The multi-factor authentication (MFA) solution must integrate with the SIEM platform to forward
authentication logs, anomalies, and risk events for correlation, thereby enabling the SOAR
platform to initiate automated response actions when suspicious access behavior is detected.

Supports the following methods at least for SSO:

- Mohbility agent
- Kerberos
- Active directory polling
- Login-portals
- AP
- Radius accounting
- Syslog
2 The supplier shall provide a comprehensive training program that includes on-site technical training at
the customer premises, along with official vendor-accredited administration courses for three engineers,
to be delivered in a certified training center fully approved by the vendor, including international exam
vouchers and full accommodation, with all certificates issued as official globally recognized certifications
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Items

Description

Objective:

Scope:

Methodology:

Deliverables:

Support & Duration:

- To perform a professional, standards-based penetration testing engagement to identify security
vulnerabilities in the company’s networks, systems, and web applications, evaluate risk levels,
and provide detailed remediation guidance.

- Internal & External Infrastructure, Pentest Estimated Man days (12)

- Vulnerability Assessment (VA), Pentest Estimated man Days (25).

- Web Application Test, Pentest Estimated man Days (40).

- Wireless Penetration Test, Pentest Estimated man Days (1).

- One retest after remediation to validate closure of high/critical findings.

- Internal Infrastructure Penetration Testing, Wireless Testing, and Vulnerability Assessment must
be performed on-site at BNSCWW premises.

- Remote execution for any of these components is strictly prohibited unless prior written approval
is granted by the Company.

- External Testing and Web Application Testing may be performed remotely subject to
coordination and approval.

- The penetration testing activities shall be performed using industry-standard tools such as
Nessus, Qualys, Nmap, Metasploit Framework, Burp Suite Professional, OWASP ZAP, Aircrack-
ng, Kismet, or equivalent professional-grade toolsets.

- Based on recognized standards: OWASP, NIST SP 800-115, and PTES.

- Combination of automated scanning and manual exploitation validation.

- Testing types: Black-box and/or Grey-box, as defined by project scope.

- No DoS or social engineering activities unless explicitly approved in writing.

- Executive Summary Report — non-technical overview of risks and business impact.

- Detailed Technical Report — vulnerabilities, CVSS v3.1 severity, PoC evidence, remediation
plan.

- Vulnerability Register — Excel/CSV format for tracking and follow-up.

- Retest Report — verification of fixed issues.

Compliance and Certification Requirements

- Testing window: as agreed, outside business hours where applicable.
- Report delivery: within 14 working days after completion.
- Includes one retest session free of charge.

- The penetration testing shall be performed exclusively by a certified and accredited third-party
security company specializing in vulnerability assessment and penetration testing.

- The testing company must be independent (not the system supplier or system integrator).

- The vendor shall submit, along with their proposal or clarifications, a valid Accreditation
Certificate or ISO/CREST/ISec/OSCP organizational certification proving their authorization to
conduct penetration testing.

- The provided certificate (for example, ISEC accreditation) must be attached within the technical
clarification documents and remain valid throughout the testing period.

- The final penetration test report must be officially signed and stamped by the accredited third-
party company.

2 The training program (onsite) shall include:

- Full explanation of all findings and exploitation techniques.

- Training on penetration testing tools used during the engagement.

- Vulnerability management and hardening best practices.

- Incident response fundamentals and log analysis.

- Web application security basics (OWASP Top 10)

And official Training Courses (CEH-CPENT-ECIH) for 3 engineers in certified training center from

vendor with international exam and full Accommodation. =
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Feature Description

Supported Software 5 Windows 11 Pro for Workstations licenses, English, Arabic and
For all quantity (14 PC) 9 windows 22 server standard licenses

Processor Intel® Xeon® w5-3435X (16 cores, up to 4.7 GHz Turbo, 270 W)
CHIPSET Intel W790
RAM

Memory slots

Hard Disk

' Optical Drive

Expansion slots

External I/O Ports

128 GB: 4 x 32 GB, DDRS5, 4800 MT/s, RDIMM, ECC

2 TB, 8 x 256GB, DDR5, 4800MHz, ECC

512 GB Performance SSD, SED Ready - 2 TB, 7200 RPM, 3.5-
inch, SATA, HDD, AG-Enterprise Class

DVD+/-RW

2 full-height Gen5 PCle x16 slots

Front:

(2) USB 3.2 Gen 1 ports

USB 3.2 Gen 2 Type-C port with Power Share
USB 3.2 Gen 2 Type-C port

Universal audio port

SD-card slot

Rear:

(3) USB 3.2 Gen 2 Type-C ports

(2) USB 3.2 Gen 1 ports

USB 3.2 Gen 1 port with Smart Power On
RJ45 Ethernet port, 1GBE

RJ45 Ethernet port, 10GBE

Line-out port

Serial port

(2) PS2 ports

Graphics Nvidia RTX A1000, 8GB GDDR®6, 4 mDP
Audio Realtek ALC3246-CGT Internal Speakers
RJ45 Ethernet port, 1GBE
SEINAHRpIEY RJ45 Ethernet port, 10GBE
keyboard Vendor Wired Keyboard - KB216 - Arabic (QWERTY) — Black
Mouse Vendor Wired Mouse - MS116 - Black
SiHbBOH ProSupport Next Business Day Onsite Service after remote
PP diagnosis with HW-SW Support, 60 Month(s)
Screen Vendor Screen 24 inch with USB ports
SMART UPS-2000VA Battery Cell Composition Lead Acid, Black, Metal
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